Wireless Body Area Networks (WBANs) 
Introduction
The wearable medical devices (WMDs), which aim at collecting an individual's medical data unobtrusively and ubiquitously, are becoming more and more important and popular. With WMDs, the vital physiological parameters of a patient could be continuously and remotely collected from a few sensing nodes attached to his body, through wireless communication channels. Consequently, the patient's normal daily life is not disturbed by those annoying wired devices. In addition, with the collected data, the patient's health conditions could be monitored and medical professionals could react much more quickly and efficiently to some critical situation, such as a heart-attack. With the above mentioned advantages, the medical model is shifting from the traditional therapy-centered model to a pre-diagnose model at lower cost [1] .
Figure 1. A WBAN Example for Healthcare [2]
Figure 1 illustrates one typical medical application scenario of WBAN, where biological information of concern like electrocardiogram (ECG) and blood pressure (BP), oxygen level (SpO2) and activity recognition etc., are gathered by the sensors around the body (in-body networks) and transmitted to body area network (BAN) controller nodes (out-body networks), such as PDA and smart phones, which serve as gateway for anonymously accessing the services provided by external networks and servers.
Such a system consists of some wearable heterogeneous sensors spreading over the entire body and is capable of measuring and communicating a myriad of health-related stimuli. These wearable healthcare monitoring systems are either called body sensor networks (BSN), wearable wireless body/personal area network or body area sensor networks (BASN). The development of the BASN/BSN/WSN is imperative for modern telemedicine, PEMS and mhealth.
However, the development of all the previous healthcare monitoring systems is mainly focused on the implementation of system functions and the security issues are often neglected. In fact for the development of a healthcare monitoring system, the security issue is critical to the successful application of such a system. The vital signals in wireless communications by nature are vulnerable to being eavesdropped. What's worse, the ill-minded invader could actively modify, inject or spoof the sensitive data. Therefore the importance of protecting the privacy and security of medical data is obvious because sensitive medical information must be protected from unauthorized use for personal advantages and fraudulent acts that might be hazardous to a person's life [3] .
The privacy and security requirements for medical care are complex and scenario dependent. In addition to the general requirements of security in WSN, there have been three challenges to medical data security, briefly proposed in literature as follows [4] :  How to ensure the privacy and integrity of the medical data, given that the wireless channel is easily subject to many forms of attack?
 How to ensure that only authorized people can access the data? The solution should scale to a large number of users (medical professionals, patients or relatives) and accommodate changes in the users.
 How to prevent someone from using captured sensors to recover sensitive medical information or inject false information?
This paper focuses on these challenges and intends to provide some contributions to solve the problem. In order to these problems, we choose the Elliptic Curve Cryptography (ECC) which is one of the most famous asymmetric cryptographic algorithms. It has attracted considerable with the other widely used asymmetric cryptographic algorithm RSA. An elliptic curve Cryptosystem using a 160-bits key can provide the same security level with a 1024-bits RSA key [5] . We have applied symmetric algorithm to encrypt or decrypt some sensitive physiological data, and also use ECC to manage the key's distribution, update and revocation.
The rest of this paper is organized as follows. Section II presents the related work and in Section III, also presents about ECC cipher algorithm. In Section VI, we introduce our proposal scheme and VII discuss some analysis and conclusion.
Related Works
Evolution of wireless, medical and computer networking technologies have merged into an emerging horizon of science and technology called Wireless Body Area Networks (WBANs). However, applications of WBANs are not limited to medical field only. WBANs are also considered as an important branch of Wireless Sensor Networks (WSN) due to its appliances. In WBANs and WSNs, energy efficiency, mobility and localization of sensor nodes is an eyecatching issue to achieve better optimization of WSNs [6] . Also for security application, choosing best algorithms in terms of energy-efficiency and of small memory requirements is a real challenge because stringent resource-constrained devices such as WBANs and WSNs, the RAM space is very limited resource.
There is lot of work done on BSN authentication and key agreement schemes. Pan J. L. et al., [7] , has two modified Feistel algorithms called Simplified Feistel with no S-Box (SF_noSBox) and Simplified Feistel with S-Box (SF_Sbox) are applied to encrypt and decrypt the sensitive medical information. Also, includes compared these two algorithms with Data Encryption Standard (DES) in [1] . The results of experiments show that the SF_noSBox has poor avalanche effect for the reason of no S-Box operations, but SF_Sbox has the same avalanche effect as DES. Also two algorithms are much faster than DES because the procedures of encryption and decryption of SF_noSBox and SF_Sbox need only four-round computations but DES needs 16-rounds.
Pre-loaded symmetric shared keys are used in large scale sensor networks for geographical region observation [8] [9] . In these techniques, a certain key is loaded in each node and used to derive a shared secret key. In [10] a secure-limited channel (e.g., infrared) was used to exchange public-keys between parties before to the authentication process. However, the key management is difficult once these symmetric cipher methods are used. For such approach we need high memory and computational power which may not be always available in small device of BSN as explained above.
In [11] self-certified keys (SCK) and Elliptic Curve Cryptography (ECC) was used to establish asymmetric keys for authentication. Here KDC was used for key generation. Protocol called SNAP [4] also makes uses of ECC to set up pair-wise keys between nodes and the gateway. For which every sensor has biometric device which can authenticate the patient and shared secret is used for communicating with the base station. But, it does not set up any group keys. Lot of work has been done about ECC-based public-key cryptography [12] . It is best suitable for resource constrained devices.
Elliptic Curve Cryptography (ECC)
Elliptic Curve Cryptography (ECC) was proposed independently by Miller and Koblitz in the 80's [13] . In this paper, the prime finite field p is selected and an elliptic curve is defined as a set of points which satisfy y2 = x3 + ax + b, where 4a3 + 27b2 ≠ 0. Each value of the 'a' and 'b' gives a different elliptic curve. All points (x, y) which satisfies the above equation ECC is one of the public key cryptography and the public key of ECC is a point in the curve and the private key is a random number. The public key is obtained by multiplying the private key with the generator point G in the curve. The generator point G, the curve parameters 'a' and 'b', together with few more constants constitutes the domain parameter of ECC. One main advantage of ECC is its small key size and a 160-bits key in ECC is considered to be as secured as 1024-bits key in RSA. It has attracted researchers' attention in recent years due to its shorter key length requirement comparing with RSA, especially in the domain of embedded systems where devices have limited computing power.
Proposed Scheme
A new encryption method based on ECC is presented in Figure 3 . This method tries to use some symmetric algorithm to encrypt or decrypt some sensitive patient's medical data, and also use ECC to manage the key's distribution, update and revocation. This method combines the advantage of symmetric and asymmetric encryptions into a total scheme to fix the security issues in WBANs. (P, a, b, G , n, h) P : The finite field in the elliptic curve a and b : elements in the finite field that the define the elliptic curve equation G : a point of the elliptic curve n : the order of the point G h : the divider of the number of elements of elliptic curve by n K SB The secret key of base station K PB The public key of base station K SN The secret key of sink node K PN The public key of sink node KDF Key derivation function [7] . A sink node has more computational and communication ability than normal sensor node and it is a trusted and non-compromised node at which all legal sensors have to identify by it in advance. A sink node obtain in an authentic manner the selection made by base station that are the elliptic curve domain parameters T, key derivation function, the HMAC scheme and the symmetric encryption scheme.
Notations and Assumptions
HMAC MAC function K S Parse the first left S-bits from KDF K M Parse the right t-bits from KDF M Message E Encryption D Decryption
Second-order Headings
The sink node encrypts messages using ECC using the keys and parameters and the detailed procedures of encrypting and decrypting are explained in Figure 3 . 
Analysis and Discussion
Ensure that information is not altered by unauthorized persons. If the cipher text has been altered by unauthorized user from C to C' and then in decryption process the value is calculated other than D'. This alteration can be found at the time of verification process and the cipher text has been denied by base station to accept and hence integrity is ensured. To prevent man-in-the-middle attack, the sink node does not send the message containing his identity directly but in encrypted form of the data. So an adversary cannot decipher the text since he/she does not have private key of receiver which key pairs could be generated. Nonrepudiation is the assurance that someone cannot deny something. That is sink node cannot deny that encrypted text is not sent by it. Any trust party or receiver himself can check that it is sent by the sink node by running the verification procedure through MAC code before decrypt the cipher text.
Also, after using encryption and decryption algorithms, the outside eavesdropping can be prevented by transmitting cipher text and the inside attacker cannot modify, inject and spoof any fault message into the networks easily. However, the problem of replay attacks remains to be solved as a focus of future work.
Conclusion
In this work, efficient encryption method based on elliptic curve cryptography (ECC) to protect patient's medical data in WBANs is proposed. This method used the symmetric cipher algorithm such as DES or modified Feistel algorithm to encrypt or decrypt sensitive patient's medical data and then use EDD to manage the key's distribution, update and revocation. ECC provides greater security and more efficient performance than the other cryptography techniques. Even though ECC which were used in our solution provide some valuable advantage s over other cryptosystems as RSA, the number of slightly different versions of ECC included in the standards may obstruct the adoption of ECC.
In our future work, we try to update overall process which includes digital signature and mutual authentication phase detail. In addition, we will find some solution for secure communication between the wearable heterogeneous sensors and the sink node.
